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Electronic Signature

The following is the definition of "electronic signature” from the
National Archive and Records Administration guidance document,
"Records Management Guidance for Agencies Implementing
Electronic Signature Technologies October 18, 2000".

Electronic signature: A technologically neutral term indicating
various methods of signing an electronic message that (a) identify
and authenticate a particular person as source of the electronic
message; and (b) indicate such person's approval of the information
contained in the electronic message (definition from GPEA, Pub.L.
105-277). Examples of electronic signature technologies include
PINs, user identifications and passwords, digital signatures, digitized
signatures, and hardware and biometric tokens.
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Electronic Signature

Management Policy 3.30

Electronic approvals, at graded levels from informal through digital
signature, may be applied by business process owners using
documented procedures. Applications involving formal approvals,
recognition in records systems, or use outside SRS shall be
accredited by Computer Security.

NOTE: Per GPEA: Electronic records submitted or maintained in
accordance with procedures developed under this Act, or electronic
signatures or other forms of electronic authentication used in
accordance with such procedures, shall not be denied legal effect,
validity or enforceability because such records are in electronic form.
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Electronic Signature

Electronic review, approval, and authentication are all business functions which
are digitally captured using computer technology. There are various methods
used to record the completion of this activity electronically.

Digital signature (Public Key Infrastructure PKI) - signature is encrypted with
third party certificate authority managing key pairs.

User ID/password - application level security where current user is verified
and performs in a controlled environment.

Programmatic authentication - basically same as user ID/password except
the authenticator is not necessarily the same person that approved or
signed off the record.



Electronic Signature

Electronic signature based on user ID/password access
and security.

This may be used for electronically recording a rev lew, approval, or
authentication of an electronic record.

The system security plan for each application must identify the electronic
signature methodology and define the security proce ss that ensures
these electronic signatures are trustworthy and pro tected.

A System-specific Records Inventory and Management Plan (SRIMP) must
be completed for each system which creates or manag  es records
employing electronic signature.
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Electronic Signature

Management Requirements Procedure 3.31

The electronic record at a minimum shall contain the following information in
the body of the record: the name of the authenticator, the date of
authentication, and the names of those on distribution (if applicable).

Signature lines shall not be left blank. The names of reviewers and/or
authenticators, and the applicable dates, shall be typed on the line,
automatically entered by the system, or an image of an actual signature
applied.
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Electronic Signature

MRP 3.31

After authentication, changes to a record are not allowed, unless there is a
documented change control process for changing or correcting the record. The
process used shall provide for:

the preservation of both the original and corrected versions of the record
the identification of the person that performed the correction
the date the correction was made

The system shall be able to recreate any and all versions of the record for any
point in time.



" S
The SRIMP

MRP 3.31 - SRIMP

Owners of electronic information systems are responsible for
coordinating with RA to complete a System-specific Records
Inventory and Management Plan (SRIMP). The SRIMP will document
whether or not the system electronically creates, signs, and/or
manages electronic records.

The SRIMP is comprised of three parts
System Information

System Analysis
Records Analysis
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SRIMP

System owners shall initiate and submit the SRIMP for all new and identified
systems to Records Administration for review and verification.

System owners shall revise and resubmit the SRIMP to RA for verification of
system changes affecting record information.

Records Administration shall review the SRIMP for compliance with records
management requirements outlined in MRP 3.31 procedure.

A copy of the SRIMP shall be maintained in the application system file and
the file retained in accordance with the RSM.



" J
Submitting the Record

MRP 3.31 Submittal of electronic records

Electronic records shall be submitted to RA in a single Portable Document
Format (PDF) file.

The individual transferring the record to RA assumes responsibility to ensure:
Correct electronic file is being submitted.

The file contains a unique title and identifier, the authenticator's name, date
of document or authentication, and the document’s distribution list, or
distribution group name.

Conversion to PDF was completed accurately and file has been verified for
completeness.

Electronic records shall be submitted using a method approved by Records
Administration.
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To The SRIMP
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VSDS SRIMP



Typical Metadata File

link msg link,s0,09000cef801ff3b9,/Records Administration

On document 1 with object_name = RSLS-CANY-I-20051119-1
set msg set,s0,09000cef801ff3b9,o0wner_name raadmin

set msg set,s0,09000cef801ff3b9,group_name vsds_grp

set msg set,s0,09000cef801ff3b9,acl_domain dmsacpt

set msg set,s0,09000cef801ff3b9,acl_name acl_vsds_low

set msg set,s0,09000cef801ff3b9,submitted by 09346

set msg set,s0,09000cef801ff3b9,0rg_id 91472

set msg set,s0,09000cef801ff3b9,track_num 10025

set msg set,s0,09000cef801ff3b9,doc_date 11/20/2005

set msg set,s0,09000cef801ff3b9,rev_num 00000

set msg set,s0,09000cef801ff3b9,box_num ERECBOX

set msg set,s0,09000cef801ff3b9,bin_num EREC

set msg set,s0,09000cef801ff3b9,format_type EREC

set msg set,s0,09000cef801ff3b9,sheet_num

set msg set,s0,09000cef801ff3b9,suffix_code

set msg set,s0,09000cef801ff3b9,title NIGHTLY/WEEKLY ROUTINES
set msg set,s0,09000cef801ff3b9,project_num

set msg set,s0,09000cef801ff3b9,ssc_code

set msg set,s0,09000cef801ff3b9,area_code

set msg set,s0,09000cef801ff3b9,bldg_num

set msg set,s0,09000cef801ff3b9,cli_code

set msg set,s0,09000cef801ff3b9,classification U

set msg set,s0,09000cef801ff3b9,srce_sys code VSDS-CANY
append msg append,s0,09000cef801ff3b9,authors[0] CRAFT,SCOTTT
append msg append,s0,09000cef801ff3b9,authors[1] L2973
set msg set,s0,09000cef801ff3b9,facility code HCA

content is true

content is not null

set msg set,c,09000cef801ff3b9,entry_date 01/12/06

status 1

content file moved



Electronic Record Autoloads
To EDWS

Sampling

srce_sys_code Count(*) 83 1 y OOO tO d ate

APSITS 36873
APV 83785
APV-MAN 5121
ARF 5973

CMC 36048
CRIS 90

DCR 8571
DCR-AIM 10410
DCR-DCF 72496
FHLIMS 166340
FMTS-DSR 3029
HRCAP 15787
HTF 2627........
VSDS-CANY 25712
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